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Business Continuity Plans

Business Continuity Plans (BCP) have taken on greater importance in recent months with a
plethora of natural (or unnatural) disasters afflicting many parts of the nation. August and
September, typically the most active months for hurricanes, saw several storms rage across
various parts of the Eastern and Southern United States causing widespread damage, power
loss and subsequent business interruptions. Yet, it was Hurricane Sandy, that really brought
home the need to plan for such disasters. Earthquakes, tornadoes, wildfires, flooding, mud-
slides, and other natural phenomena have created havoc for financial advisors and their cli-
ents elsewhere. And, although disaster planning is a large part of the BCP, it is far from the

only reason to have such a document in place.

Any potential risk to the continued operation of a firm should be covered in a properly pre-
pared BCP. A few questions to ask yourself might include: How prepared is your business to
reopen within 24 to 48 hours following a natural or man-made disaster or epidemic?; What is
your disaster Recovery-Time Objective (RTO: your targeted time-limit to get critical opera-
tions/systems back up and running) following a local disaster?; Have you formulated a plan
and strategies to limit the impact of risks to your business?; and, where will your clients,
vendors/suppliers go, during downtime, if your building is destroyed/damaged or employees
are quarantined and your business is unavailable for at least some length of time?

Does your building have emergency lighting or a generator? What features do you have in
place to protect paper files in the event of a fire, water damage or theft? What would happen

in the event that you could not work for a period of time?

The answers to these questions and more could enlighten firms to their potential exposure and
to the overwhelming need to develop a BCP. Advisors often discuss the financial planning

process to clients in terms of worst-case scenario planning.

(Continued on pg 2)

= Efficient Practice.com

Profit-Driven Financial Practice
And Business Consulting

Special points of
interest:
> Business Continuity
>

> Efficiency Tips and
Tools

> New Gadgets

Visit Efficient

Business Continuity 1
Plans

Business Continuity 2
Plans

Business Continuity 3
Plans

Efficiency Tips and 5
Tools

Efficiency Tips and 6
Tools

New Gadgets 7

Resources 8



The Efficient Practice

(® Page 2
Business Continuity Plans

_(continued from Page 1)
If the worst of all possible circumstances were to arise, could the client reach his/her financial goals.
And if the worst is not realized, the client would then be that much further ahead. Yet, this same ad-
vice is often ignored by the advisor and/or the firm applied to itself. The objectives of a BCP should
be to protect the firm, its employees and clients, to stay in business no matter what and to protect

the interests of the economy and your community.

The BCP should embrace a planning process that includes:

Vulnerability Assessment

o Risk identification and quantification

e Risk transfer

e Protection and mitigation

e Business impact analysis for interruption of operations

« Plan to mitigate operational and financial risk based impacts
« Emergency response for these impacts

« Plans to resume, recover, restore the technological and physical infrastructure to support the
firm.

Disasters are only one possible cause of a business interruption. The disability or death of key employees of a firm could prove to be
just as devastating to a firm that has not pre-planned such possibilities (succession planning). Inadequate insurance protection in the
event of a disruption due to unforeseen events could prove to be a huge vulnerability. Many firms carry business insurance, but is it
enough and does it cover the appropriate risks. Simply checking a policy for business interruption coverage or extra expense protec-

tion could potentially save a firm tens of thousands of dollars.

Perhaps most significantly, the government has established regulations and rules that require firms to establish and maintain a BCP.

(continued on Page 3)
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BCP’s (cont’d from Page Two)

In April of 2004, The Securities and Exchange Commission (SEC) approved rules proposed by NASD and the New York Stock
Exchange (File Nos. SR-NASD-2002-108 and SR NYSE-2002-35), which require NASD and NYSE firms to develop business
continuity plans that establish procedures relating to an emergency or significant business disruption. In May of that same year, the
NASD (now FINRA) filed a natice to its firms announcing Rule 3510 which requires each firm to create and maintain a business
continuity plan and enumerates certain requirements that each plan must address. The Rule further requires firms to update their
business continuity plans upon any material change and, at a minimum, to conduct an annual review of their plans.

Each firm also must disclose to its clients how its business continuity plan addresses the possibility of a future significant business
disruption and how the firm plans to respond to events of varying scope. Rule 3520 requires firms to designate two emergency con-
tact persons and provide this information to FINRA via electronic means. (In September 2008, the SEC took the unusual step of
contacting firms potentially affected by Hurricane lke to obtain emergency contact phone numbers.)

In May of 2006, FINRA reinforced this requirement by issuing a communication to its firms on the violation of Rule 3510. In ef-
fect, the ruling states that all firms must maintain a BCP that is in compliance with the ten elements listed in the rule.

The ten critical elements of a BCP specified in NASD Rule 3510 include:
(1) Data back-up and recovery (hard copy and electronic);
(2) All mission critical systems;
(3) Financial and operational assessments;
(4) Alternate communications between clients and the firm;
(5) Alternate communications between the firm and its employees;
(6) Alternate physical location of employees;
(7) Critical business constituents, banks, and counter-party impact;
(8) Regulatory reporting;
(9) Communications with regulators; and

(10) How the firm will assure clients’ prompt access to their funds and securities in the event that the firm determines that
it is unable to continue its business.

Ultimately, mitigating the financial risks associated with a firm being unable to operate for a period of time could be considered as

the most compelling for the firm owner(s). Some of those financial considerations might include:

e Establishing and using a temporary alternate location (equipment costs, rent, start-up expenses, etc.)
e Routing phone calls to new lines, establishing internet/email connections, etc.

e Restore costs (rebuilding computers, reinstalling software, recovering electronic files, rebuilding destroyed paper files, replac-
ing equipment, furniture, and other office items)

e Temporary employee costs
e Loss or disaffection of clients due to a perceived violation of trust
e Violation of compliance issues and/or compromised security and privacy of client information
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The Cultural Aspects of Change
In the fast moving world of technology, change is inevitable. New systems, software and techniques are being introduced almost
every day. Yet, in this fast moving world, there is one aspect of change that financial advisors may confront that could prove to be an
inhibitor to successful implementation of new technology, and that is the cultural aspects of change. With an aging population of
practitioners, enacting revolutionary changes to the way things are done in a practice could be met with considerable push-back, not
only by the practitioners, but by office staff that may be wedded to the old ways of doing things. At the Process World 2012 confer-
ence, held in October in Orlando, Florida, this subject was discussed by both companies and software engineers.
Process World (hosted by International software company Software AG), was all about confronting this change process. According
to CEO Karl Heinz Streibach, There are four forces to confront in enacting change: 1) Social, behavior, 2.) Mobile, access,
3.) Cloud delivery and 4.) Information/ (data) context. If change, such as implementing a new client relationship management
software or similar, is imposed on staff without staff involvement in the decision-making or soliciting staff input, chances are the
firm will experience considerable push-back on that change. Cultural acceptance of mobile solutions has spawned a revolution of
sorts in the software industry. Having mobile access frees a firm and/or its producers from location restrictions. The old days of
server specific functionality that is only accessed locally are quickly being replaced by mobile access and cloud-based solutions.
With respect to the security issues, while there will always be concerns, these have been thoroughly addressed and will continue to
be studied and improved.
The fourth force of change, Information/data context is perhaps the most critical one to confront. It is one thing to find ways to share
data across divergent softwares and systems. It is quite another to develop ways to parse that same data in a contextual format. Data
that is simply ‘mapped’ by field identification into another database could be misinterpreted, unmatched or simply ignored. The key
is to not only bring the data over, but to be able to ensure that the data is placed in the proper context, that it can be relied upon with-
out manual corrections and that it represents an efficiency boost. Even more important is that access to that data in a real-time envi-
ronment is made possible from any venue, including mobile solutions.
Along the lines of confronting change in a financial advisor’s office, developing and maintaining client relationships are con-
sidered to be the most important components to ensuring healthy growth of your practice. However, too often, building
professional-looking, data-rich reports for your clients is a time-consuming task. This leads to incomplete reports, incon-

sistent look and feel, and lack of data reliability.

You may wish to check out Pershing Advisor solutions new reporting tool. (http://www.pershing.com/ria.html)
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Efficiency: Tips and Tools

If you are like most busy professionals, taking a quick note while
talking on the phone, typing an email or other task can be a haphaz-
ard experience. Some people use pads of paper, others use post-it
notes and still others use whatever they can find (including the back
of their own business cards) to take notes on the fly. The reality is
that these notes can be critical information and yet handled so sloppy
that they are easily lost.

There is one solution from a likely source, Post-it. Post-it offers a digi-

tal version of their famous pads of paper. New Post-it Digital Notes
are easy, intuitive and packed with features to get you organized and
keep you that way. You can assemble lists, reminders, keycode them
with colors and photos, sort them by category and even set alarms to
remind yourself of projects and appointments.
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With Post-it Digital
Notes you can set
alarms and remind
yourself of anything
you want, from
appointments to
phone call reminders
or other. The ringing
alarm will sound at
the pre-set time and
display the related
note with all your
details.

Post-it Digital Notes lets you color-code and design your messages, then post them on a virtual
memo-board. You can maintain multiple memo-boards, tabbed to sort notes by tasks, key dates or

appointments along with any other categories that suit your fancy.

For details or to purchase, visit www.3m.com/us/office/postit/diqgital/digital notes.html

Another solution is Note Scribe. While initially designed for students, NoteScribe is actually an effec-
tive note taking tools for business use as well. The same note taking software which helps students

bring home “A’s” will make your home, home office or business more efficient as well. Whether you
are organizing recipes, bills or critical client information, NoteScribe will transform your notes into

usable information! This handy tool is an ideal way to organize information as you plan a party, or
prepare a presentation. NoteScribe does it all! At $21 for the basic version, it is a bargain. Visit

www.notescribe.net for details.

Yet, a third player in this note taking soft-

ware world is sticky-notes (www.sticky- s

notes.net). You can create sticky notes and Dentist appolntment Marchi15 s
it oot

send them to your co-workers, friends or

family over a LAN or the internet. The Sticky

Note will appear on their desktop just as it

make notes

s Order books

March 10. 2007 04:14:58 PM - |
Easy way to

was on yOUrS. YOU can even Send them Via organize personal information, contact

email. The best news of all is that the lite
version of the software is free.

information {phones, addresses, etc)
make To-do Lists
and mare...
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Efficiency: Tips and Tools: Logitech Digital Pen

While not a new product, certainly the Logitech io2 Digital Pen has probably been an overlooked one. The new digi-
tal pen — which converts handwriting into digital text in seconds — has improved handwriting recognition and offers
a new written shortcut that efficiently transforms notes into a Microsoft® Word® document. The new pen also is
available at a lower retail price.

The Logitech io2 looks and feels like a luxury pen with its sleek and stylish design. But unlike a standard office pen,
it digitally captures everything you write or draw on smart digital paper. (the paper has imperceptible grid lines to

help the pen identify characters)
Writes like a pen. www.logitech.com/en-us/digital-pen
Captures your notes and sketches with its advanced optical sensor.

Up to 40 pages of notes between downloads.

Up to 8 hours battery power per charge.

The Digital Pen works with "smart" paper equipped with Anoto technology. (or any paper)

The pen optically reads handwritten information on Logitech digital notebooks and turns it into digitized docu-
ments.

e Create calendar entries and other files.

The Digital Pen comes with Logitech i02 software, designed to help you find and use your handwritten information
easily and quickly.

o New! ioTags deliver direct digital input of your notes into the most popular software and productivity applica-
tions.

e Auvailable with services to enhance your digital e-writing experience.

o Eliminate re-keying and slash your paperwork time! Go directly from ink to the software and applications you use
most often. Back up and quickly retrieve handwritten documents on your PC. It's all possible with the Logitech
io2 Digital Pen. The io2 pen fits your hand like a premium pen, so you can write comfortably. Take notes or draw
sketches in ink on the smart paper, and a tiny camera captures your work, storing up to 40 pages at a time. Intelli-
gent power management maximizes every battery charge.

e New ioTag feature lets you take direct action on your notes. You can synchronize emails, appointments, and tasks
directly from paper.

Enjoy a complete solution! The io2 Digital Pen includes everything you need; a digital pen, recharging travel cradle,
smart paper, ink refills and handwriting recognition software that has already been integrated into the pen.

Take direct action and get more from Microsoft Outlook and Lotus Notes. The new ioTag feature integrates handwrit-
ten or typed text directly into Microsoft Outlook and Lotus Notes. The text opens in the application - so you can im-
mediately take action, save it, or send it. Add-on products and services are also available to enhance your digital writ-
ing experience.

Convert handwriting to digital text. The i02 Digital Pen integrates software that teaches your handwriting to turn
notes into digital text that you can edit and use in any application, just as if it were entered directly via the keyboard.

Search and organize files. Logitech i02 software helps you find content that you've written. Enter any word into the io
software search function, and get a list of every handwritten file that contains that word. You'll never lose your notes
again!

The io2 Digital Pen works with Google Desktop Search too!
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New Gadgets: Microsoft Surface Tablet

The new Microsoft Surface Tablet comes in two models with dif-
ferent choices of internal storage. Each tablet comes with a stand
and magnetically attachable covers to allow the tablet to be used

like a laptop.

The Type Cover has a keyboard and track pad. The Touch Cover is
a thinner keyboard-cover that comes in a range of colors and has an accelerometer to let the system know

when it is folded back, to deactivate the keyboard.

Both versions have a 10.6-inch display. The Windows RT version is 9.3mm thick and weighs 673g, while the
Windows 8 Pro Surface 13.5mm thick and weighs 903g. Only the Windows RT Surface comes with any pro-
ductivity software, as it has Office Home and Student pre-loaded.

The biggest advantage of this device over the IPAD is that it is fully compatible with Microsoft office pro-
grams, it has a USB port and can function as a fully independent computer. You really should check this one

out.

Need help with your financial practice or business? From clearing up the clutter
problem to technology issues to executive management, we are here to help.
We approach your firm from the perspective of the Profit-Driven Architecture:
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For details or to learn more, visit us at
www.EfficientPractice.com or give us a call toll-
free at (888) 694-6171.




We're on the web! We assist our clients in re- Efficient Practice.com
alizing additional profits
through a thorough analy-
sis of your business opera-
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tions from a variety of tactical perspectives that stress Profit-Driven Financial
the efficient use of resources. We have identified four Practice and Business
broad areas of operational efficiency which form Consulting.

the basis of our evaluative process. We do this by tak-
ing the time to learn everything we can about your
business and then offer recommendations based on
where you want to take it. And we offer on-going sup-
port and coaching to ensure that your path to in- _

creased profit continues unabated. ' P e o
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Note: No software, service, product or company Phone: 888-694-6171
mentioned in this newsletter paid for such men-
tion. This newsletter remains totally
independent.

E-mail:
info@efficientpractice.com

We remain a ‘GREEN’' publication because it is good for the environment (No trees
cut down to print material) and we can continue to offer our Advisor Network and
Efficient Practice Newsletter at a low annual cost.

The Efficient Practice Newsletter and Archives

Features include:
e In-depth coverage on current issues
e Software reviews
e Tips and tricks
e and much, much more!

Also includes:
e Access to our heralded coaching services
e Access to our Efficient Practice Resource Directory
e Access to our library of ‘Touching Base’ Letters
e Access to our vast Efficient Practice Archives

. Includes Metrics spreadsheets bavid L. Lawrence, President

. Archlve_of_ articles, white papers_a_nd much mpre Questions or comments?

e Full subscription to the monthly Efficient practice Email:
Newsletter (includes all of the above) info@efficientpractice.com

All this for only $199.95/yr

For details and to sign up

Visit http://www.efficientpractice.com/network/network.html




