Password Management: A Key Element in Data Security
By David L. Lawrence, RFC®, AIF®
A new study by security firm Trusteer (www.trusteer.com) found that 73 percent of Web users take their online banking password and use it at other Web sites. And about half of all consumers utilize the same password and user name at online banking sites and other sites. The survey also found that when a bank permits users to pick their own user ID, 65 per cent will re-use this username with a non-financial website, a figure that drops to 45 per cent even if a bank chooses the user ID for its customers.
What this means is that if a user enters the same password/user ID combination at other, less secure sites, such as social networking, they stand an excellent chance of suffering financial losses from ‘cyber-crooks’ who target such practices. For financial advisors, using the same or similar passwords to enter otherwise secure sites that contain critical, private client information could be disastrous to your practice and the trust placed in you by your clients.

Information (identity) theft is a huge, growing threat, particularly in the financial services profession, where more and more information is being stored and retrieved from the Web. On a recent visit to a financial advisor’s office in Texas, the open reception area, containing a desk with a workstation for the receptionist was littered with sticky notes containing handwritten passwords to various secure websites. Anyone, including the night cleaning crew would have easy access to this information. Worse, the clients would be likely to spot such a security breach. 

Hackers sometimes use a type of software called Brute-Force Dictionary to uncover the most common passwords of users. However, statistics (courtesy of the Chicago Tribune) show that even this may not be necessary as the ten most common passwords used online are:
	1. password
	6. monkey

	2. 123456
	7. myspace1

	3. qwerty
	8. password1

	4. abc123
	9. blink182

	5. letmein
	10. (your first name)


Other common practices are to use pet names or birth date numbers or combinations therein. The Brute-Force password cracker will cycle through each letter of the alphabet and each number 0 – 9 for as many combinations of letters and numbers are needed to ‘hit’ the right password combination. So, depending on the number of characters and combinations, it is only a matter of time or is it? 
The irony is that such software programs are not only legal, they are plentiful. The reason is, that these are commonly used to crack forgotten passwords with such programs as Microsoft Word, Excel, etc. Most such programs can be password protected. However, there is no clear way to bypass the password if it is forgotten. Thus, the brute-force software is used to recover the password and the document, all perfectly legal. 

Online software companies have stepped up security in response to this threat by disallowing multiple attempts to type in a password. In some cases, access is denied for a period of time or until unlocked by the software company. Despite this, the threat is still real. 

Brute force is only one of several methods of extracting a password. Some of the other techniques include Reset technique, Smart Force Attack, Known Plain Text Attack, Guaranteed Recovery, Password Variation and many others. The simple fact is that as soon as we come up with a effective way of preventing passwords from being stolen, hackers invent a new way to steal them.  However, most of these Brute-Force (and other) Password cracker programs take an inordinately long time to crack a complicated password, especially one created from a random generator. More alpha-numeric characters are preferable to less in increasing the security of your password. 

The problem for most financial practitioners is the sheer volume of passwords and need to find effective ways to safely store and/or remember them. For that, there are two notable solutions you may wish to check out. First is RoboForm (www.roboform.com) . RoboForm ($29.95/39.95 for 2Go) is a best choice from PC Magazine and comes with a 30 day money back guarantee. RoboForm has several versions to choose from. RoboForm Pro seamlessly works with websites, web forms and other password dependent utilities to store and use login details with a single click. The Pro version can generate random passwords and even encrypt passwords to achieve higher levels of security. With this version, you can backup and synchronize passwords between computers as well. RoboForm2Go offers all of the same features as Pro except it can be loaded onto a flash drive and carried with you anywhere, used on any computer. RoboForm also offers similar versions as the 2Go version for IPhone/IPod Touch and for many other popular cell phones. 
The most recent version is RoboForm Online. RoboForm Online allows users to maintain their entire complement of passwords, logins, and identities on both their computer and in a secure online "vault" that is now accessible from any computer, anywhere in the world.
RoboForm Online further extends the power of RoboForm, the widely used one-click form-fill and password management solution.  In addition to other advantages, RoboForm Online provides three distinct benefits to users:
*       Keeps passwords and other information in sync between multiple computers
*       Ensures there is always a backup copy of passwords and identity information
*       Allows data owner access to that information from any computer, anywhere in the world

"With users running more applications and storing more information in the cloud, strong passwords and the security to protect those passwords is more critical than ever before," said Bill Carey, Siber Systems VP of Marketing.  "RoboForm Online is a breakthrough that balances convenience and accessibility with the tightest possible personal data protection."

"By combining RoboForm and RoboForm Online, we have created a password management solution that is head and shoulders above any other available option," added Carey.  "Server-only solutions are limited by server availability and latency issues, while software only solutions don't offer online flexibility."
The second solution is TK8 Safe (www.tk8.com/safe/). TK8 ($19.95/29.95pro) employs state-of-the-art security. Your data is protected with the Advanced Encryption Standard (AES 256) algorithm. The U.S. Government uses AES to protect classified information up to the TOP SECRET level, which is the highest security level and defined as information that would cause "exceptionally grave damage" to national security if disclosed to the public. On top of AES, additional security measures and encryption methods are used so you can be absolutely sure your data is protected in the best possible way available today.
TK8 Safe Password Manager not only stores your information but helps you use it. A fast and easy-to-use interface allows you to find information quickly. You can also use folders to group the information better. The password file can be locked if you leave the room, so the information always remains protected. Even if you forget to lock the file, the program will do this automatically after it is unused for some time. The program is fully portable, which means you can run it directly from any removable media like a USB memory disc. So you can carry the entire program and your passwords in your pocket, knowing only you can access the information.

If you have a free DropBox (www.getdropbox.com) account, your password database can be automatically synchronized over the Internet to use on multiple computers. The key though is to use the software and to update it frequently. 

Because you can launch websites and login with a single click from either of these two solutions, it is an efficient time-saver to use this type of software. And, you will also increase the security of your clients information.
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