Time To Dust Off Your BCP
By David L. Lawrence, RFC®
Business Continuity Plans (BCP) have taken on greater importance in recent months with a plethora of natural (or unnatural) disasters afflicting many parts of the nation.    August and September, typically the most active months for hurricanes, saw several storms rage across various parts of the Eastern and Southern United States causing widespread damage, power loss and subsequent business interruptions. Earthquakes, tornadoes, wildfires, flooding, mudslides, and other natural phenomena have created havoc for financial advisors and their clients elsewhere. And, although disaster planning is a large part of the BCP, it is far from the only reason to have such a document in place.
Any potential risk to the continued operation of a firm should be covered in a properly prepared BCP.  A few questions to ask yourself might include: How prepared is your business to reopen within 24 to 48 hours following a natural or man-made disaster or epidemic?; What is your disaster Recovery-Time Objective (RTO: your targeted time-limit to get critical operations/systems back up and running) following a local disaster?; Have you formulated a plan and strategies to limit the impact of risks to your business?;  and, where will your clients, vendors/suppliers go, during downtime, if your building is destroyed/damaged or employees are quarantined and your business is unavailable for at least some length of time? Does your building have emergency lighting or a generator? What features do you have in place to protect paper files in the event of a fire, water damage or theft? What would happen in the event that you could not work for a period of time?
The answers to these questions and more could enlighten firms to their potential exposure and to the overwhelming need to develop a BCP. Advisors often discuss the financial planning process to clients in terms of worst-case scenario planning. If the worst of all possible circumstances were to arise, could the client reach his/her financial goals. And if the worst is not realized, the client would then be that much further ahead. Yet, this same advice is often ignored by the advisor and/or the firm applied to itself. The objectives of a BCP should be to protect the firm, its employees and clients, to stay in business no matter what and to protect the interests of the economy and your community.

The BCP should embrace a planning process that includes:

1.) Vulnerability Assessment

2.) Risk identification and quantification

3.) Risk transfer

4.) Protection and mitigation

5.) Business impact analysis for interruption of operations

6.) Plan to mitigate operational and financial risk based impacts

7.) Emergency response for these impacts

8.) Plans to resume, recover, restore the technological and physical infrastructure to support the firm.

Disasters are only one possible cause of a business interruption. The disability or death of key employees of a firm could prove to be just as devastating to a firm that has not pre-planned such possibilities (succession planning). Inadequate insurance protection in the event of a disruption due to unforeseen events could prove to be a huge vulnerability. Many firms carry business insurance, but is it enough and does it cover the appropriate risks. Simply checking a policy for business interruption coverage or extra expense protection could potentially save a firm tens of thousands of dollars. 
Perhaps most significantly, the government has established regulations and rules that require firms to establish and maintain a BCP. In April of 2004, The Securities and Exchange Commission (SEC) approved rules proposed by NASD and the New York Stock Exchange (File Nos. SR-NASD-2002-108 and SR NYSE-2002-35), which require NASD and NYSE firms to develop business continuity plans that establish procedures relating to an emergency or significant business disruption. In May of that same year, the NASD (now FINRA) filed a notice to its firms announcing Rule 3510 which requires each firm to create and maintain a business continuity plan and enumerates certain requirements that each plan must address. The Rule further requires firms to update their business continuity plans upon any material change and, at a minimum, to conduct an annual review of their plans. 
Each firm also must disclose to its clients how its business continuity plan addresses the possibility of a future significant business disruption and how the firm plans to respond to events of varying scope. Rule 3520 requires firms to designate two emergency contact persons and provide this information to FINRA via electronic means. (In September 2008, the SEC took the unusual step of contacting firms potentially affected by Hurricane Ike to obtain emergency contact phone numbers.) 

In May of 2006, FINRA reinforced this requirement by issuing a communication to its firms on the violation of Rule 3510. In effect, the ruling states that all firms must maintain a BCP that is in compliance with the ten elements listed in the rule. 

The ten critical elements of a BCP specified in NASD Rule 3510 include:

(1) Data back-up and recovery (hard copy and electronic);

(2) All mission critical systems;

(3) Financial and operational assessments;

(4) Alternate communications between clients and the firm;

(5) Alternate communications between the firm and its employees;

(6) Alternate physical location of employees;

(7) Critical business constituents, banks, and counter-party impact; 

(8) Regulatory reporting; 

(9) Communications with regulators; and 

(10) How the firm will assure clients’ prompt access to their funds and securities in the event that the firm determines that it is unable to continue its business.

As comprehensive as this seems, there is one other reason to build and maintain a BCP beyond just following the regulations. Ultimately, mitigating the financial risks associated with a firm being unable to operate for a period of time could be considered as the most compelling for the firm owner(s).  Some of those financial considerations might include:
· Establishing and using a temporary alternate location (equipment costs, rent, start-up expenses, etc.)

· Routing phone calls to new lines, establishing internet/email connections, etc.

· Restore costs (rebuilding computers, reinstalling software, recovering electronic files, rebuilding destroyed paper files, replacing equipment, furniture, and other office items)

· Temporary employee costs

· Loss or disaffection of clients due to a perceived violation of trust

· Violation of compliance issues and/or compromised security and privacy of client information
Many stories have surfaced in recent years dealing with violations of privacy. As an example, in April 2008, a mortgage company that went bust near Denver, Colorado had its offices cleaned out by the property manager, who tossed laptops, personal files and other information of some 300 clients into a dumpster. Those files contained social security numbers, bank account numbers and other sensitive personal information. Though it appears the information was subsequently recovered, it points to the vulnerability of such data in the event of a disaster or other event impacting a financial services firm. The scary part is that this happens quite frequently all across the country (Google: “client files found in dumpster”). The threat of identity theft in such situations is very real and very frightening. Therefore, it is incumbent on all financial advisors to prepare a properly written BCP and share it with his/her clients in an effort to address such issues and alleviate such fears. It is also just a ‘best business practice.’
For more information on the current regulations and to obtain a free small firms template, visit  www.finra.org/Industry/Issues/BusinessContinuity/ .  
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