How secure is your computer equipment?
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With increased use of the internet and computers to store information, concerns over security of private client information have prompted many firms to seek security solutions beyond the standard firewall type system. That does not mean abandoning firewalls. But, it could mean adding some additional security features to your computer and/or server. But, what combination of steps is most efficient for your practice?

If you use external hard drives for backing up server or other onsite data storage, there are newer models available with built-in security features. 

Many external drive manufacturers bundle backup software with their products that may be able to perform automated backups (unattended) and/or encrypted backups. Some newer products, such as  the Tritton 160GB Simple Network Attached Storage (NAS) offer features designed to complement an office network while still being able to utilize offsite or removable storage solutions.
The Tritton Simple NAS (www.trittontechnologies.com) is a cost effective network attached storage solution designed for the small office user. Use as an FTP server, media storage server and backup critical data. The included backup software allows for scheduling unattended backup tasks, self executable backups, encrypted backups, compressed file backups and more. Tritton also offers portable backup drives and wireless backups.

For those who already own an older external hard drive without built in security features, Beyond Micro (www.beyondmicro.com) offers a unique 3.5-inch HDD Enclosure that is designed to fit most existing external hard drives. 

Beyond Micro’s BME3.5 external enclosure (made from a tough grade of aluminum) offers an innovative, secure storage solution The BME3.5 provides 2 secure keys for user authentication and access control. As a result, your data is safe from unauthorized use, even if it is misplaced or stolen. And the Beyond Micro 3.5 offers automatic bit-by-bit encryption for the entire hard drive, including boot sector. The cost is approximately $135.00. 
For those of us who are concerned about laptops, a new product from Winmagic (www.winmagic.com) may just fit the bill. MySecureDoc™ Personal Edition is a data encryption program designed for laptops and desktops. MySecureDoc™ secures residual data, temporary files, paging files and hidden partitions left unprotected by other encryption methods, according to its press information. It is designed to encrypt every byte of data on a laptop (or desktop) machine. It uses a 256-bit encryption algorithm to protect data behind the scenes in real time without user intervention. One potential drawback appears to be a performance hit on your machine during the encrypting process. Company literature suggests that this is minimal, though. And, at a suggested retail price of $29.95, this is a cost-effective and efficient security solution. Winmagic also offers a personal edition plus that extends security to portable media such as external hard drives, USB memory sticks and Secure Digital cards. 

If your goal is to increase the security of your electronically stored data, then the choices listed above may just provide you with effective and efficient security solutions.
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